8. Validating Underlying K nowledge

From*“ Verification, Validation, and Evaluation of Expert Systems, Volume|”

If there are errorsin the knowledge from which aknowledge base is built, there will usually be errorsin
the performance of the expert system. This chapter discusses methods for validating the knowledge
from which aknowledge base is built.

Introduction

If there are errors in the knowledge from which aknowledge base is built, there will usually be errorsin
the performance of the expert system. There are severd ways that the KB can come to represent
incorrect knowledge:

The expert(s) provide incomplete or incorrect knowledge.
The knowledge engineer fails to correctly understand or code the expert's knowledge.

Formdlizations of knowledge, e.g. using the range of a variable to test for some underlying
condition, may fail to capture al instances of the underlying condition.

There are two kinds of validation that must occur on a knowledge base: logical and semantic. Logica
validation checks how the rules and objects work together to reach logical conclusions. In particular,
logical validation checks for consistency, i.e., that all the conclusions of the knowledge base can be true
a the sametime. Logica validation aso checks for completeness, i.e., that the knowledge base
reaches a concluson for al inputs. While earlier chapters of the Handbook focused on logica
completeness and consistency, this chapter addresses semantic correctness and completeness.

Logical completeness and consstency are necessary for aknowledge baseto be valid. However,
logica completeness and congstency are not sufficient for knowledge base vaidity. For example,
Knowledge Base 1 in the Introduction islogically complete and consistent; it contains no logica errors.
However, KB 1 makes investment decisions based only on risk tolerance and discretionary income. It
uses no information about actua income, debt, fixed expenses, age and other important inputs to good
investment decisons. In other words, while KB 1islogicaly correct, it is serioudy semanticaly
incomplete. To bevalid, aknowledge base must be semantically complete, i.e., it must base its
decisons on dl information considered to be relevant by the expert.

An exception is that thorough testing (see Chapter 10, “Testing”) may show that some information can
be left out without affecting performance. However, knowledge that the expert thinks is needed
should beincluded until testing shows that an expert system performs correctly without that
knowledge.

Similarly, aknowledge base can be logically consstent but not semantically consistent for its intended
gpplication. Semantic consistency occurs when al facts, rules, and conclusions of the knowledge base
are true for the gpplication for which the expert systemisintended. To illustrate the difference between
logica and semantic consstency, consider ordinary Euclidean and spherical geometry. Both are



logicdly congstent mathematica systems from which logically consstent expert systems can be buiilt.
However, for everyday life, Euclidean geometry is consistent and spherica geometry isincons stent
with observed facts, while for long distance navigation, the reverseistrue.

It isimportant to note, however, that a knowledge base that islogicaly inconsistent by definition gives
contradictory advice and is therefore semanticaly incorrect. Likewise, aknowledge basethat is
logically incomplete fails to provide a solution under some circumstances, and is semanticaly
incomplete. Logical completeness and consistency are prerequisitesfor semantic validation of a
knowledge base.

Validating Knowledge Models

Knowledge models are used as a major component of correctness proofs, but these proofs are
worthless if the underlying knowledge about the application domain isfasein the domain. Therefore,
it isimportant to vaidate the knowledge models with domain experts.

There are severd waysto validate a knowledge mode!:

Use a knowledge modd from a standards document in the domain. The standards process that
created the model can be assumed to have validated the knowledge in the standard.

Create a knowledge modd through the joint development and consensus of ateam of recognized
expertsin the domain. For example, the knowledge base for Quick Medica Reference, aninternd
medicine advisor, was created by a series of specidized consensus committeesin very specidized
fields (eg., Hepatitis B). The knowledge modd created in thisway can be assumed to contain the
best available expertise, and the participation of multiple expertsincreases the chances that one of
them will catch any error that cregpsinto their discussions.

Create aknowledge modd with asingle expert and review the knowledge modd with other
experts.

When cregting a knowledge modd using a single expert where correct performanceiscriticdl, it is
important to vaidate this knowledge with outside experts not connected with development of the
modd. Thefollowing steps detail the validation process of the knowledge modd:



Present the knowledge model to the outside experts. In some Stuations it may be advisable to
have someone other than the domain expert, author of the knowledge model, do the presentation,
to ensure that professional courtesy does not interfere with critiquing the knowledge mode.

Collect al questions, comments, and objections to the knowledge models, or parts thereof.
Sort and organize these comments into questions about parts of the knowledge model.

Organize the questions into a cultural consensus test (see the following sections) to vdidate
individua items.

Give the test to the outside expert, to determine the extent of agreement on each of theitems.

If some of theitems are not vaidated, perform additiona knowledge acquisition and modification

of the mode to resolve the problems pointed to by the invalidated items. This may include
additiond discussions, bringing in more experts, literature searches, or redoing parts of the model.

Note that in validating the knowledge model, or in other knowledge validation activities, it is
important to ensurethat the specialized expertise of expertsused in validation cover the
intended domain of the expert syssem. Most technica fields today are too big and complex to be
mastered in their entirety by a single expert, or even afew experts. Therefore, in critical applications, it
isimportant to vaidate every part of the knowledge base with expertsin that particular specidty. An
example of this careful validation was the construction of the Quick Medica Reference expert system
for internal medicine, and its predecessor systems Internist and Cadeusius. Although the final system
contained nearly athousand diseases, groups of specidistsin particular diseases (e.g. hepatitis B) were
brought in to collectively discuss and validate the knowledge base in their particular area of specid
expertise.

After performing these vaidation stepsit isimportant to assess the performance of the domain expert
(seethe later section, Overdl Agreement Among Experts). If the current domain expert differsfrom a
consensus of other domain experts, then there are two possible courses of action:

Replace the domain expert with one who represents a consensus of current domain knowledge.

Continue the expert system with the disputed knowledge modd, with the redlization that the
system will not reflect a consensus of expert knowledge. In this caseit isunlikely that the system
will perform in away that matches a consensus of domain experts. Continuing developmentisa
legitimate course in experimental or non-critical systems but is not advisablein critica expert
systems.

An expert system containing knowledge which has not been vaidated should be used only for
applications where there is no serious consequence of an error by the expert system.

Validating the Semantic Consistency of Underlying Knowledge Items

Even if the expert knowledge has been properly encoded into an expert system knowledge base, the
KB will probably produce errorsif the underlying expert knowledgeiswrong. Therefore, it is
important to vaidate the expert knowledge behind the knowledge base. Thisis particularly important
because there are a number of waysin which errors can creep into the knowledge on which an expert
sysemisbuilt. Some of these errors are:



The expert iswrong or out of date; in fact, al experts are probably wrong or out of date on afew
points.

The knowledge base was correct when written, but knowledge has changed.

The knowledge engineer misunderstood the expert.

Errors were introduced in maintenance.

When a given afact that has been encoded into the knowledge base, how can one validate that this
represents correct expertise? One approach isto do an experiment so that:

One outcome is expected if the fact represents currently accepted expertise.

Another outcome is expected if the fact does not represent currently accepted expertise.

Thereisa datigtica test that discriminates to an acceptable level of confidence between these two
Cases.

The specidty of cultura consensus within anthropology provides techniques for vaidating knowledge
in agatigtically rigorous manner. These techniques can be applied to knowledge vaidation for
knowledge bases as explained below.

The basic method for vaidating a knowledgeitemis:

Ask apand of expertswhether it istrue or false.
Tdly the TRUE/FAL SE answers.
Andyzetheresults satisticaly.

Creating a TRUE/FALSE Test

In asking the experts to decide if the knowledge item istrue or fase, it isimportant not to bias them by
letting the expert know which answer agrees with the current assumption in the knowledge base. Do
not, for example say, "Y ou agree with this, don't you?'. To present theitemsfor validationin a
context in which both TRUE and FALSE are apriori equaly likely, disregarding the truth of the
item(s) being tested, do the following:

1. Start with a collection of TRUE/FAL SE questions about half of which are true and half of which
are fdse, and which are about the domain of the knowledge base. It is important that these
environment-creating questions are indistinguishable by the test taker from the questions that
actually test KB knowledge.

2. Scatter TRUE/FALSE questions that actudly test KB items throughout the list of environment-
creating questions.

3. Adjust the test if necessary so that TRUE and FALSE have approximately equa probabilities of
being right.

Although this method is adequate for the purposes of this handbook, more detailed information about
constructing unbiased tests can be found in literature about survey and test design.



Giving the Test

In applying the cultural consensus method to knowledge base validation, there are some issues that
must be handled carefully to get maximum information from thetest. Firgt of all, the knowledge
engineer must redlize and explain to the expertsthat it is not they but the knowledge base that is being
tested. Theitemson the test represent assertions on which the knowledge base is based, and these are
being vaidated by experts. The reason for usng multiple expertsis not alack of confidence in any one
expert, but a desire to validate assumptions made in the knowledge base to a Satistically significant
confidence level. It isimportant to explain thisto al the experts used in knowledge base vaidation to
ensure that no hogtility toward the knowledge engineer or the project develops. Such hostility that
would rob the project of vauable contributions to the knowledge base by the expert.

Secondly, the experts used for validation should be carefully instructed to call an item faseif it isnot
awaystrue. Thisisto guard againgt the very red possibility that some of the rulesin the knowledge
base have entry conditions that are too broad. The test can even be given in aform where there are
three answers to each question, TRUE, FALSE and SOMETIMES TRUE. SOMETIMES TRUE and
FALSE can be combined as FAL SE, i.e., theitem was not considered true, when the test is scored.

Formulating the Experiment

Oncethe test for the knowledge base items has been written, an experiment must be constructed using
the test results to vaidate the items. To do this, the test must be given to agroup of expertsto
evaluate and score the results.

The test must be given to enough experts so that the correctness of each knowledge item based on test
results can be distinguished from chance test results. Following isasmple atistica method to
vaidate knowledge base items.

Analyzing the Test Results

A knowledge base item is satistically validated if:

A mgjority of the experts answer that the KB item istrue (or otherwise supply the test answer(s)
that one would predict under the assumption that the experts think the KB item istrue).

The mgority is s0 overwhelming that if the experts did not think the KB item was true, the chance
of having resultsthat at least this strongly suggest abelief in the KB item isless than some
preassigned threshold, traditionally 5 percent or 1 percent.

Table 8.1 shows the chance of finding unanimous agreement given the "null hypothesis™ that the
experimenta results are due to chance rather than belief in the KB item.

Table8.1: Confidence Leved

NUMBER OF EXPERTS CONFIDENCE LEVEL
1 50%
2 75%
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S 96.88%

6 98.48%

7 99.22%

N 1-1/2**N

Thismeansthat it is probably a good ideato ask at least four expertsto verify each important
assumption backing up the knowledge base. When four or more experts agree unanimoudly, the
assumption isreasonably vaidated. Six to seven experts agreeing provides ahigh level of confidencein
the assumption.

Table 8.2 shows the confidence level s results when one expert disagreeing with the rest of the group:

Table8.2: Confidence Levels with One Expert Disagreeing

NUMBER OF EXPERTS CONFIDENCE LEVEL
0%
25%
50%
68.75%
81.25%
89.06%
93.75%
96.48%
98.05%
98.93%
99.41%
99.68%
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This means that when one expert out of eight disagrees the KB item is validated to areasonable level
and is validated to a high level when one expert out of ten disagrees.

In generd, if there are N experts of which M disagree, the confidence level achieved by thislevel
agreement is:

1-(1/2**N)* SUM( m =0 to M)combinations(M,N)
where combinations(M,N) is the number of combinations of M objects chosen from N.
Thisis computed by:

combinations(M,N) = M!*(N-M)!/N!



whereK! isthefactorid of K.

Overall Agreement Among Experts

The above method of validation based on cultura consensus rests on an assumption that the experts
share the same basic knowledge, i.e., the same ideas about how to solve the problems covered in the
knowledge base, and are validating the specifics of that common approach, as expressed in the
knowledge base. Sometimes, however, experts do not agree in their basic knowledge and approach to
aclass of problems. To detect whether dl the experts take the same basic gpproach to problem
solving, observe the following:

1. Clugter theexperts Represent each expert as the vector of answers on the TRUE/FAL SE test.
Find a clustering of the experts based on these vectors.

2. Ted for amilarity: Test to seeif dl the experts belong to the same cluster.

2a. Common clugter: If dl the experts belong to the same cluster, then the computation of item
confidence presented above remains vaid.

2b. Morethan oneclugter: If thereis more than one cluster among the experts, analysis of the
differences among experts must be conducted, as discussed below. Then the cultura
congstency of individua KB items should be retested.

For the small number of expertsthat are involved in validating a knowledge base, clusters of experts
can be determined by hand inspection of the correlation matrix of test answer smilarity of experts.

Approaches to Disagreement Among Experts

When experts do not agree, as evidenced by the existence of more than one cluster of experts, the
following approaches are useful:

1. Throw away outliers If it can be determined by interviewing other expertsthat an expert who is
not part of alarger cluster of experts represents alittle-held school of thought within their specidty,
and if the more mainstream approach represented by the large cluster of experts successfully solves
the problems for which the expert system isintended, iminate the outlier expert from the
validation sample of experts.

2. Chooseavalid subset of experts If two clusters of experts work from totally different
assumptions, pick acluster that achieves optimal results and use them both as the source of domain
expertise and expertsfor vaidation. Do not try to include two conflicting schools of expertisein
the same knowledge base.

3. Usethe separate approaches as subsystems  If gpproaches represented by distinct clusters of
experts do better on different subsets of the target domain, it may be possible to build a system
where the differing approaches reside in separate expert subsystems. These subsystems could
participate in aweighted vote to determine an overal conclusion, where the weight given to avote
isthe heurigtically determined confidence factor that a particular subsystem can solve the problem
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under congderation. Since this gpproach leads to a more complex, expensive system, it should
only be used when the separate gpproaches are not adequate by themselves.

Analyze disagreements. Two or more clusters of experts may be a symptom of unresolved
controversies within the professiona speciaty supplying the expertise for the expert syslem. In this
case, the expert system development team needs to decide if there is enough agreement among
expertsto build an expert system that givesreliable advice in the domain for which it isintended.

Clues of Incompleteness

Cluesthat a knowledge base is semanticaly incomplete may exist within the knowledge base itsdlf.
Oneisthat the knowledge baseislogicaly incomplete. Another isthat variables, statements,
conclusions, etc., are defined but not used. This may indicate that an expert started to supply
knowledge that would use them, but never completed that part of the knowledge base. Therefore, the
entire knowledge base should be checked for items that are defined but not used, and each one of
these should be used or eliminated on expert advice.

Variable Completeness

Variable completenessis a gpecia case of semantic completeness. A knowledge baseis variable
completeif it usesal of the important input variablesin making its conclusons. The stepsin checking
variable completeness are:

1.

2.

Determine and codify what inputs the KB uses in determining each variable and the truth of
conclusions.

Ask experts to confirm the knowledge codified in Step 1.

There are two ways to determine and codify the variables used in making decisons:

Computerized analysis of the knowledge base.
Keeping careful knowledge acquisition and coding notes.

In either case, the god isto be able to formulate questions of the form:

The knowledge base currently uses variables V1,V2,V3..VN to decide X.
Arethere additiona variablesthat should bein thislist of inputs? What are they?

Arethere input variables that are not needed? If so, then what are they?

Once these questions have been defined they should be presented to experts, possibly first to the
experts used in building the expert system, and then to independent experts. The process of asking
experts about input completeness should be continued until the variable set stabilizes. Then the
variable sets should be validated using the technique described above for knowledge item vaidation.



Semantic Rule Completenessand Consistency

Once the inputs to making decisions have been vaidated, the actua rules that make each decision
should be vdidated. One problem in vaidating knowledge bases has been that the sze of knowledge
bases and their relative lack of easly percelved structure makes them difficult for domain expertsto
read. To lessen this problem, the knowledge base can be partitioned into the pieces that determine the
vaue of each important variable and concluson. Each such piece represents the knowledge in the
knowledge base about a particular subtopic of the domain, and some conclusion drawn from that
subtopic. The expert(s) is asked to examine each piece of the knowledge base separately, and answer
the following questions:

1. Istheinformation expressed in the rules that set the value of some particular variable or statement
correct?

2. Istheinformation complete? Or are there other conditionsto consider, either inindividua rules or
as new rules?

By focusing the expert's attention on asingle variable a atime and the conditions for setting that
variable, alarge knowledge baseis broken down into piecesthat are easier to comprehend.

A backwards chaining strategy can be used to go through the variablesand statementsin an order that
islogica to an expert. Start with the overall outcomes of the knowledge base, and for each pull out dl
the rules that set that conclusion. Validate these rules. Then do the same for rules that set the
conditionsin the"if"* partsof validated rules. Continue the backward chaining validation process until
validated pieces cover the entire knowledge base. The question, "Isthis knowledge base piece vdid",
i.e., isthe information correct and complete, can be considered a knowledge item, and vaidated to the
desired leve of confidence using cultura consensus, as discussed above. For knowledge bases where
reliability is criticd, this piecewise vaidation should be carried out.

Validating Important Rules

Particular emphasis should be placed on validating rules that cover and appear to cover many inputs or
which process critical cases. Rulesthat appear to cover many cases are those with few atomic
formulasin their "if" parts. These rules should be pulled out and validated by experts.

To determine which rules typically handle common cases the knowledge engineer in charge of
validation should collect a set of typica input datafrom one or more experts. Each data set isrun on
the expert system, keeping track of which rulesfired in processing thisdata. Those rules are presented
to the expertsfor validation.

Exactly the same processis used to vaidate critical cases, data sets are gathered from experts, the data
sets run, and the firing rules validated by the experts.



Validating Confidence Factors

Rule bases may contain assertions about the confidence of conclusions under various conditions, as
illugtrated by thisrule from PAMEX:

if DS=14
and NOT Deterioration Cause Indicator = Structura Failure
and NOT Deterioration Cause Indicator = Weather Severity
and Skid Number = Low
andDV2>=15
and DV15< 30

then conclude Aggregate Spray, confidence= 0.8

and conclude Open Friction Course, confidence = 0.8.

A problem in validating the knowledge base isto insure that the confidence values are semanticaly
conggtent. In particular, if three ruleswith many "if" conditions in common have confidence values for
aconclusion of, for example, 0.9, 0.85 and 0.5, it isimportant to insure that the low confidence factor
isjudtified by domain knowledge. Either through a coding error, or because different experts supplied
the confidence factors, it is possible that the large difference is an artifact of building the expert system.

The basic strategy for validating the confidence factorsis:

Predict the confidence factors for rule conclusions by estimating them heuristically from the
conclusion confidences of smilar rules,

Compare the predicted confidences to those actualy written into the knowledge base.
Vaidate the confidences where the predicted and actua differ by more than some threshold.

The first step in implementing this validation consists of rule smplification. The following rule
smplifications should be carried out before predicting confidence factors:

From arule of theform "if A then B and C", form tow rules, "if A then B" and"if A thenC", s0
that the confidence factors of B and C will be validated separately.

Normalize the relational operators by:

Replacing all < and<= operators with > and >= operators.

Replacing X>=Y with X>Y OR X=Y.

Replacing X!=Y with NOT X=Y.
Writethe “if” parts of rulesin digunctive norma form, i.e., asan OR of ANDs of atomic formulas
and negations of atomic formulas.
From arule of the form "if A OR B then C" form two rules, "if A then C" and "if B then C", so that
the two conditions A and B can be validated separately.

The predicted confidence factors are based only on rules having the same conclusion, i.e., to vaidate
the confidence factor of B in"if A then B", it isonly necessary to look at other rules with conclusion B.
Therefore, dthough the rule smplifications multiply the number of rules, partitioning by conclusion
breaks the rules into subsets of manageable size.

10



Confidence factors are assigned to atomic formulasin rulesin atwo-step process. Thefirst stepisto
assign confidence factors to the atomic formulaitself. The second step isto modify that confidence
factor if the atomic formulaisthe argument of aNOT. If an explicit confidence factor appears with an
atomic formula, use that asthe initial confidence factor for the formulain arule. Otherwise, if an
atomic formulagppearsin arule, use 1 astheinitid confidence factor. If an atomic formula does not
appear in arule, use 0.5 asits confidence factor. Now, having defined confidence factors for the
atomic formulas themselves, modify them to account for NOT’ sasfollows:. if an atomic formulawith
initid confidence C isan argument of NOT, its confidence is 1-C; otherwise, its confidence is C.

At this point, a confidence factor has been assgned to every atomic formulain every rule"if" part.
Given two rules, R1 and R2 for each atomic formula A, let A1, A2 denote the respective confidence
factors. Then define:

distance(R1, R2) = sgrt(SUM (atomic formulas A)(A1-A2)** 2)))

I.e., the square root of the sum of squares of difference between corresponding confidence factors.
Using this distance, an estimated confidence factor can be conducted by using ageneraized regression
neural network (GRRN), which is described in the appendix to this chapter.

In interpreting the differences between actua and estimated confidence factors, it must be decided how
much difference should trigger vaidation. Smal differencesof 0.1 and possibly 0.2 probably represent
expert judgments. Larger differences may indicate errors in the knowledge base, but may aso indicate
vaid expertise. Confidence factors with large differences between predicted and actua vaues should
be vaidated in atwo-step process. First vaidate the confidence factors with a single expert, e.g., the
project domain expert; secondly, if doubt remains, validate the confidence factors with multiple experts
using cultura consensus. Since differences may represent expert knowledge, if the expert vaidates a
confidence factor, it may be accepted as valid, or at least asvaid as any other knowledge item supplied
by the expert. Like other knowledge items, the sngle-expert-vaidated confidence factors may be
further validated by multiple experts. However, most of these confidence factor differences reflect the
fine structure rather than the mgor assumptions of knowledge bases, and the priority of vaidating most
of themissmall. If the differenceislarge and the consequence of the difference isjudged to be serious,
however, the confidence factor should be validated by multiple outside experts.

Given that resources are dways limited, it isimpossible in practice to vaidate all theitemsina
knowledge base. Given the need to triage testing, it isimportant to note during knowledge acquisition:

which areas of the knowledge base are the most controversa among experts
which experts disagree most with their colleagues.

In addition, to select priority itemsfor testing, it isimportant to perform a hazard analysis of the system
containing the expert system. This andys's should extend into the expert system, and define which
assumptionsin the knowledge base are safety critical.

Given both generd areas of disagreement in the knowledge base, and priority areas for safety, the
knowledge engineer can set priorities for testing underlying assumptions. It is very important to test
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items that are both safety critica and prone to expert disagreement; a system that reasons correctly
from fase information islikely to fall.
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